STAFF REPORT

DEPARTMENT:

Legal/Corporate Services

TO:

Mayor Strathearn and Council

DATE:

August 14, 2019

REPORT NO.:

CS-2019-6
Update regarding the encrypted Midland Police Service Records
and the associated actions of the Town related to the attempted
recovery of the Town Property and the ensuing reputational and
financial harm to the Corporation as a result of the encryption of
Midland Police Service (“MPS”) electronic records.

RECOMMENDATION:
THAT Council receives for information, Report CS-2019-6 dated August 14, 2019,
being an update respecting the encrypted MPS Records and the associated actions
of the Town related to the attempted recovery of Public Property and the ensuing
reputational and financial implications to the Corporation as a result of the
encryption of MPS electronic records.
AND THAT Council having due consideration for the significance of the encryption
of the Midland Police Service electronic data and the resultant implications to both
costs to the taxpayers of the Town of Midland and the reputation of the municipal
corporation re-affirms and supports the actions undertaken as noted in this report;
AND THAT Council further directs Administration to take all necessary legal steps to
address the encrypted MPS records issue and Mr. Michael Osborne’s and Mr.
William Gordon’s involvement in that issue; and
FURTHER THAT Council authorizes the Administration to co-ordinate with the
Midland Police Services Board and legal counsel to address the Statement of Claim
from Michael Osborne (“Mr. Osborne” - former Chief of Police, MPS).
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BACKGROUND:
This report will be supplemented by a presentation to Council on August 14th.
The
presentation will also set out background details relevant to the actions undertaken by
administration at the direction of this and the previous Council. In addition, this report is
provided as part of the ongoing commitment and obligation of the administration to provide
Council and the public with an update respecting the decision to transition from the
Midland Police Service to the Ontario Provincial Police. Although your administration
would certainly prefer to be issuing a final report respecting the transition process,
unfortunately, given the circumstances the likelihood of that remains questionable for the
foreseeable future.
This report and the specific issues which it raises should not be construed as a reflection
upon the current level of municipal policing provided by the OPP under the terms and
conditions of said contract. In the view of your Administration, the concerns reflected in
this report or the public presentation specific to the OPP are matters beyond the purview of
the Southern Georgian Bay Detachment and more specific to the decisions arising from
OPP Headquarters.
In September 2017, following several public meetings and a thorough public consultation
process respecting the OPP Costing proposal, Town Council at a special public meeting
held at the NSSRC accepted the OPP’s proposal for the provision of Municipal Policing
Services for the Town of Midland. Subsequently, the Midland Police Services Board and
the Town of Midland made a joint application to the Ontario Civilian Police Commission
(“OCPC”) for an order to disband the existing municipal police service and move to the
OPP contracted service.
An evaluation of the OPP costing proposal by both an
independent consultant and the Town’s Administration concluded that overtime the
transition to the OPP would result in significant savings to the municipality. The nature of
the OPP financial commitment includes a fixed rate contract for a period of 3 years
following which the OPP would transition to the Provincial “billing formula” consistent with
the presentations that were made during the public consultations.
This report deals specifically with the transition process at a time when the MPS was being
disbanded. The report highlights certain actions taken by individual members of that
service which have created legal challenges to both the Town of Midland as well as the
MPS Board.
This report is not intended to provide Council with the MPS Board’s interpretation of events
but does rely upon exchanges of information between members of the Town’s
Administration, former members of the Midland Police Service as well as certain members
of the MPS Board (past and present).
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ANALYSIS:
1.

What is the Issue?
•

In Brief –
o electronic records on 3 servers that were used by the MPS were
encrypted at the time of the transition to the OPP;
o This encryption occurred without authorization of the MPS Board
and the Town;
o The servers and the information therein are owned by the
Town/MPS Board.

•

Following the decision by Council to accept the OPP Costing proposal, Senior
Members of the Town’s Administration met with the MPS Board, during an incamera session, to discuss aspects of the transition. The primary concern for
these discussions was the need to ensure that the MPS records, both paper
and electronic, were safeguarded during the transition.

•

There was a clear commitment and assurance provided by Mr. Osborne, the
former Police Chief, both at that specific board meeting as well as in
subsequent communications, that all of the records would be preserved and
secured.

•

During the transition period (September 2017 to February 8, 2018). Mr. Osborne
continued to provide assurances to the Board and the Town. In an email dated
September 29, 2017 Mr. Osborne stated –
“I have taken steps to protect our data and ensure
business continuity.”

•

Subsequently, the above-said electronic records on 3 servers that were used by
the MPS were encrypted at the time of or prior to the disbandment of the MPS.
In addition to the MPS’ regular servers, Mr. Osborne by email dated September
29, 2017 advised the Board and the Town Administration that he has created 2
additional copies of this sensitive information on external hard-drives and
commits to updating these files every 30 days throughout the transition period
(September 2017 to February 2018).

•

While the encrypted servers were handed over to the Town at the time of the
transition and those servers remain in the custody of the Town, the
whereabouts of the 2 additional external hard-drives, with copies of all the
information on the MPS servers, is unknown.
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2.

Why is the municipality involved in the MPS records matter?
For the following reasons:
•

The municipal policing transition process required the Town and the MPS Board
to set out a program for the purpose of dealing with the transfer of MPS assets
and records.

•

Various records were identified and transferred from the MPS to:
o the OPP;
o the Ministry of the Attorney General; and
o the Town. A portion of the records that ought to have been
transferred to the Town were encrypted.

•

Appendix “A” to the OCPC Disbandment Brief speaks to the records and the
transfer amongst the parties in question.

•

The documents compiled for the OCPC Disbandment Brief state, “Document
and retain records with the municipality until the record has reached its
retention”.

•

Following the transition to the OPP, the MPS Board does not have any
employees and the Town has been requested to provide the Board with
administrative and operational support to address the responsibility for
overseeing the Board’s records.

•

The MPS Board by its Resolution No. 2018-28 sought the Town’s assistance in
managing the records related to the MPS.

•

The Town by virtue of the transition has become obligated as the responsible
entity to fulfil the administrative and regulatory responsibilities under existing
legislation including, but not limited to, the Freedom of Information and
Protection of Privacy Act (FIPPA).

•

Access to the transferred records for purpose of addressing ongoing court
proceedings, FIPPA, employee records etc have been placed with the Town’s
administration.

•

The Town has physical custody and carriage of a wide range of MPS records
including but not limited to highly confidential Police Notebooks. The OPP
Municipal Policing Bureau and the MPS participated in this transition. The Town
recognizes the sensitivity of the notebooks and for this reason they are secured
with strict limits on access.
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3.

Who is responsible for this encryption?
•

Prior to disbandment, and in the ordinary course of business, the MPS Police
Chief would have had the authority and made this decision and provided said
instruction and/or direction.

•

On January 10, 2019, William (Bill) Gordon (“Mr. Gordon” - now Municipal
Councillor and formerly the Manager of IT for the MPS) sent out an e-mail to all
members of Midland Town Council which stated –
“Lastly, I will remind you all once again, that Chief Michael
Osborne is not in possession of the encryption keys used
to secure the Midland Police Service systems for the past
15+ years. That was my job exclusively and I have not
abdicated that responsibility to our community or the
former police service members. I have told this to the
OPP, to Stewart and John (who suggested that Amanpreet
would contact me – which he has not to date) and I will
share this fact with Council as whole to clear up any
misperceptions.”

4.

What type of information is contained in the records for which Mr. Osborne is
withholding the encryption keys?
•

5.

The specific details of the information are unknown at this time. However, we
are aware, based upon Mr. Osborne’s statements, that “all operational,
administrative and Board records” were being backed up. The Town is aware
that the HP Server (DC & Mail VM), IBM SERVER 2 and Comlogger have all
been encrypted.

Should the Town have access to all the information on the encrypted servers?
•

As per the OPP, the servers may contain certain sensitive police information. If
they do, the Town is not seeking access to that information. In fact, the Town
agreed that the OPP would review the servers for certain sensitive police
information and strip the servers for that content prior to returning the other
information to the Town. Further, it is the Town’s position that former MPS
employees should not have access to such sensitive police information. This
type of information should only be under the control and custody of the OPP
(the Town’s contracted municipal police provider).

•

The OPP is aware of the potential sensitive content of the servers and of the
police notebooks currently in the care and custody of the Town. It bears
repeating, under the disbandment submissions to the OCPC, which were
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supported by the OPP and the MPS Board, designate the Town as the
custodian of these MPS records. These documents are held by the Town in a
secure facility. Former MPS officers, who are now OPP officers, avail
themselves of these documents, when required, for purposes of addressing
court appearances and ongoing police investigations.
6.

7.

Is it feasible for the OPP to remove the sensitive police records and provide the
Town with access to the rest of the records?
•

Yes.

•

As a result of the Town’s ongoing efforts to resolve this matter, on May 30,
2019, the Town Solicitor and the Solicitor for the OPP accepted an agreement
to ensure that this could happen, so that the rest of records could be transferred
to the MPS Board. The terms of the Agreement are attached as Exhibit 1.

•

The Town is working with the OPP in relation to both the paper records and the
server to ensure that the sensitive information is secure, and access is
appropriately limited.

What is the current Status of those records as per the agreement of May 30,
2019?
•

As part of our efforts to provide Council with an update on July 10th, your
administration was prepared to report the following progress:
•

Email of June 21, 2019 (email attached as Exhibit 2) from legal counsel
for the OPP:
“The OPP is receiving some resistance from Bill Gordon in
providing the encryption code.”

•

Email of July 10, 2019 (email attached as Exhibit 3) from legal counsel for
the OPP:
“OPP is meeting with Bill Gordon today. Waiting for
results. Will advise.”

The following is further information (since July 10, 2019):
•
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“I am told that Bill Gordon continues to refuse to provide
the encryption code. I do not have any specific details of
the meeting at this point and expect to receive more
information later today or tomorrow.”
•

On July 16, questions were posed to the Legal Counsel for the OPP (email
attached as Exhibit 5). A response was received by email of July 18, 2019
(email attached as Exhibit 5) from Legal Counsel for the OPP:
“It is accurate to say that Mr. Gordon has refused to
provide the encryption code. Without the code, the OPP is
unable to review the documents on the server. The OPP
has no authority to compel Mr. Gordon to provide it.”

8.

Mr. Gordon asserted to Council and the Administration that he is clear to
participate in any MPS Records discussions with his Council Colleagues as he
claims that he has never been a person of interest for the OPP during an
investigation into the encrypted records. What is the Town’s understanding of
this assertion?
•

In an email dated July 16, 2019 Mr. Gordon stated –
“…Furthermore, there has NEVER been an open
investigation into my involvement in the encrypted data
and my only agreed conflict was the potential of being
called as a witness in relation to my assigned duties. In
my discussions with the Inspector and S/Sgt in charge of
this matter at the OPP I have confirmed this in person.”

•

The Town Solicitor requested the Legal Counsel for the OPP to confirm this
statement. On July 18, 2019 the Legal Counsel for the OPP responded by
stating (e-mail attached as Exhibit 5) –
“I am not going to go into details about the meetings
between Bill Gordon and the OPP. The OPP disputes the
account put forward by Mr. Gordon. The information
provided by Mr. Gordon does not accurately reflect the
conversation. It will not, however, be a productive exercise at
this point to engage in a back and forth about who said what.”

9.

What is the current status of the OPP investigation in this matter?
•

On April 3, 2019, the OPP provided a summary response to the Town’s
Complaint. The response is attached as Exhibit 6 to this report.

Council
August 14, 2019
Report CS-2019-6

7

Update re: MPS Records

•

The Town Administration responded to this letter on April 16, 2019 and clarified
that –
o

o
o
o

The Town has never sought access to information related
to Confidential Informants (paraphrased as “certain
sensitive information” for the purpose of this report);
The Town is unable to satisfy its legal obligations as a
result of the OPP position;
There is no dispute regarding ownership of the records;
and
The Town has no interest in accessing certain sensitive
police information.

•

After the April 16, 2019 response from the Town, the OPP began working with
the Town to find a solution to the decrypt the encrypted servers.

•

On May 6, 2019, the Solicitor for the OPP wrote to the Town Solicitor and
proposed an agreement to resolve the issue. A copy of the letter of May 6, 2019
is attached as Exhibit 7 to this Report.

•

On May 30, 2019, the Town Solicitor and the Solicitor for the OPP arrived at an
agreement to resolve the matter (Exhibit 1). As explained in Answer 7 above,
the terms of the agreement could not be fulfilled as the OPP advised that Mr.
Gordon continues to refuse to provide the encryption codes to the OPP.

•

As result of the non-resolution of this matter, Town Administration sought
several clarifications from the OPP via e-mail. For ease of reference, a letter
was sent out to the Legal Counsel for the OPP on August 2, 2019 and listed the
13 pending requests with respect to this investigation. Legal Counsel for the
OPP advised Town Administration that he has forwarded our letter to his client
for a response. We have not received a response to these queries at the time of
finalizing this report. If the OPP response is received prior to the August 14th
Administration will provide an update as to the OPP’s response. A copy of the
letter of August 2, 2019 is attached as Exhibit 8 to this report.

10. Would this matter be resolved if Mr. Gordon was not refusing to provide the
encryption codes to the OPP?
•

Yes.

•

Town Administration and the OPP have resolved the issue by reaching an
agreement. This agreement is premised on the fact that ownership of the
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records rests with the MPS Board and that the OPP will sanitize the information
on the servers by removing certain sensitive information. (Exhibit 1)
11. Has Administration ever made an attempt to resolve this matter amicably?
•

Yes. Request letters sent to Mr. Osborne are attached as Exhibit 9 & Exhibit
10.

•

Pursuant to May 30, 2019 agreement with the OPP, the OPP advised that it had
requested the information from Mr. Gordon.

12. Has the Information and Privacy Commissioner of Ontario taken a Position on
this Matter??
•

In August 2018, Mr. Osborne (letter attached as Exhibit 11 to this report) had
provided a comprehensive list of arguments to the Town Council, and to the
office of the Information and Privacy Commissioner (“IPC”) by an email dated
June 24, 2018 to support the proposition that the Town should not have access
to these documents.

•

Those arguments were analysed, and a response was provided to the IPC. By
Letter dated April 23, 2019, the IPC accepted the response of the Town
Administration (Exhibit 12) and stated that –
“no further review is warranted at this time; as there is no
information to support that a breach of the Act by the town
occurred. This letter will serve as confirmation that this file
is now closed.”

•

The IPC letter of April 23, 2019 went on to state (Exhibit 12) –
“On February 19, 2019, the IPC received an email from you
indicating that the town has received a request for access
to information under the Act. You indicated that not having
the encryption key was causing an obstruction/
impediment in the delivery of a public mandated service.
If the lack of access to the encryption key is preventing the
town from meeting its obligations to respond to an access
request as required by Act, the town should pursue all
legal steps to effect possession of the encryption key.”

•

Further, pursuant to the May 30, 2019 agreement, the Town is content to work
with the OPP to ensure privacy protection. Under the agreement, the OPP will
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review all information stored on the servers and remove certain sensitive
policing information (outlined in the agreement) prior to return of the servers to
the Town.
13. Are there any other legal claims which involve the Town or MPS Board and
former members of the MPS?
•

Yes.
i.

A new claim has been filed and served (served upon the Town on July 10,
2019) by Mr. Osborne against the MPS Board and the Town. The
Statement of Claim for this matter has been circulated by Mr. Gordon to all
members of Council;

ii.

Mr. Osborne’s pending Arbitration under section 40(3) of the Police
Services Act. In this matter, Mr. Osborne is seeking enhanced wages and
a severance package exceeding his contractual severance of 36 months;

iii.

A legal matter involving the MPS Board, the Town and the law firm of
Johnstone & Cowling. In this matter, the MPS Board is defending a lawsuit
wherein the law firm of Johnstone and Cowling has provided fee accounts
in excess of $ 300,000.00 against an estimated legal budget of less than $
100,000.00;

iv.

In the matter of the assessment of the legal fee of the law firm of
Johnstone & Cowling. This is an offshoot of the above matter. The MPS
Board is requesting judicial redressal against the billing and accounting
practices of Johnstone & Cowling;

v.

Council should also note the MFIPPA action and the potential exposure for
future similar challenges is likely to be an ongoing and significant issue for
the Town

14. What are some of the current action items that the Town Administration is
engaged in with respect to the encryption of the MPS records?
•

Administration has provided instructions to external legal counsel to consider
taking legal steps relating to the withholding of the encryption keys by Mr.
Osborne and/or Mr. Gordon;

•

Following this Council Meeting, Administration will be making a formal request
to meet with the OPP Commissioner and the Province’s Solicitor General for the
purpose of apprising them of the facts surrounding this situation and offering
suggestions to avoid similar issues in future OPP transitions;
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•

Administration continues to engage with external legal counsel to address legal
actions brought against the Town;

•

Administration has communicated with the Office of the IPC to express the
Town’s interest in joining the pending appeal before the Information and Privacy
Commissioner for the Province of Ontario and submit that an offence has been
made out under section 48 of the MFIPPA and seek the IPC’s enforcement of
same;

•

Administration will forward this report and the recording of the Council Meeting
to the Town of Midland’s Integrity Commissioner and will request the Integrity
Commissioner to consider the facts outlined to determine if there has or
continues to be a breach of the Council Code of Conduct by a member of
Council.

CONCLUSION:
It is the opinion of Administration that the encryption of the MPS electronic data has
triggered the following:
A.
B.
C.
D.
E.

F.

Obstructed the Town in carrying out its responsibilities and obligations to
comply with its legislated duties under MFIPPA;
Created and continue to cause a financial loss to the Town by forcing
administration to expend both a significant amount of time and financial
resources in the pursuit of the decryption and custody of these records;
Caused a perception which brings the municipality and its administration of
justice into disrepute;
Has opened up the Town to the possibility of punitive financial liability and
sanctions under section 61 of FIPPA or section 48 of MFIPPA;
Has opened up the Town to potential liability and lawsuits by any number of
former members of the MPS whose personal information has been encrypted
without their knowledge and consent and may also be in the possession of
those who are now private citizens. The question of two additional (and missing)
hard drives remains an outstanding concern;
Has caused the municipality and the Police Services Board to incur legal
expenses in an effort to address the withholding of said records.

RECOMMENDATION:
A.

THAT Council receives for information, Report CS-2019-6 dated August 14,
2019, being an update respecting the encrypted MPS Records and the
associated actions of the Town related to the attempted recovery of the Public
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Property and the ensuing reputational and financial implications to the
Corporation as a result of the encryption of MPS electronic records;
B.

AND THAT Council having due consideration for the significance of the
encryption of the Midland Police Service electronic data and the resultant
implications to both costs to the taxpayers of the Town of Midland and the
reputation of the municipal corporation re-affirms and supports the actions
undertaken as noted in this report;

C.

AND THAT Council further directs Administration to take all necessary legal
steps to address the encrypted MPS records issue and Mr. Michael Osborne’s
and Mr. William Gordon’s involvement in that issue; and

D.

FURTHER THAT Council authorizes the Administration to co-ordinate with the
Midland Police Services Board and legal counsel to address the Statement of
Claim from Michael Osborne (“Mr. Osborne” - former Chief of Police, MPS).

Prepared by:

A. Sidhu, Director of Corporate Services/ Town Solicitor

Approved by:

J. Skorobohacz, Chief Administrative Officer
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